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Abstract

Security related issues have many threats to the original data in any

organization. There are users who always try to get into the internal
information system and the data systems. There are organizations such as
credit card companies, government agencies and security agencies that need
their data secured to the highest extent. Hence, such organizations want their
applications to provide high security. There are numerous ways to keep data
secure but there is no way to secure it 100%. Anywhere, because of the
different kinds of attacks that could be vulnerable at any time and the
consequences that may be worse than expected. Therefore, no one knows
the types and the severity of such attacks.

This thesis presents a new framework that addresses the problem of
big data security. The proposed framework consists of two main phases,
which are: NDG (Negative Data Generator) and NQC (Negative Query
Converter). The first phase explains how to generate a Negative Data; this
phase consists of big dataset, mapper, mapper result, NDG, and Negative
Data. The second phase shows how to get a positive query on a Negative
Data and retrieve the positive result of the query as the Positive Data; this
phase consists of authority model and NQC.

The experiments that were conducted on the proposed framework
are shown that the generator is capable of generating automatic data named
ND from the original data (big data) in a low time and high processing and
the malicious users can't get any useful information from ND. The
increasing in the volume of big data leads to a decreasing in the volume of

ND. Therefore, applying the concept of negative databases to the distributed
111



environment rather than just use it in the traditional environment to
overcome the shortcomings of the traditional environment. This thesis
consider the first research that presents a NQC that helps in dealing with
negative data such as positive data, the experiments were provided the
correctness of the NQC , and the importance of NQC that helps the user to

extract data efficiently and easily from negative database.
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