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Rapid technological advances in the areas of micro electro-mechanical systems
have spurred the development of a new kind of network. This network is
composed of small, inexpensive sensors capable of intelligent sensing. A
significant amount of research has been done in the area of connecting large
numbers of these sensors to create robust and scalable wireless sensor Networks
(WSNs). Wireless sensor networks currently used in many applications including
real-time traffic monitoring, building safety monitoring, military sensing and
tracking, distributed measurement of seismic activity, etc.

When sensor networks are deployed in a hostile environment, security becomes
extremely important. Wireless Sensor Networks used key management scheme to
setup secret keys between communication nodes. This scheme has two main
problems; the resilience against node capture is low and the connectivity of this
scheme is weak due to the power constraint for wireless sensor networks.

On the other hand, WSNs used the RSA cryptosystem during the authentication
process between each node and its base station. This cryptosystem has two huge
problems; it is insecure due to several attacks such as Adaptive chosen-ciphertext
attack, Adaptive chosen-message attack, common modulus attack, and low
exponent attack. Another problem is that the decryption time is very slow.
Recently, NK cryptosystem was proposed to solve the slowness in the decryption
time but it still suffers from the previous mentioned attack.

In this thesis, a new random key pre-distribution scheme will be proposed.
Security analysis of the proposed scheme will be presented to prove that our

scheme has the highest resiliency and the best connectivity.



To achieve maximum authentication, the modified NK (MNK) cryptosystem is
presented. Security analysis of the MNK cryptosystem will be presented which
prove that the MNK cryptosystem is secure against all attacks that already applied
on both RSA and the original NK cryptosystem.

Before using the MNK cryptosystem in the WSNs, it must be ensure that the
energy consumed by this cryptosystem is reasonable to meet the energy constraint.
Therefore, the energy analysis of the MNK cryptosystem will be evaluated to
show the energy consumption due to the MNK cryptosystem is lower than that

before.
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