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Summary 
Recently, Eun-Jun et al.'s proposed an improvement of the 
authentication key exchange protocol. In their protocol, they 
proved that neither Hung et al.’s nor Tian et al.’s provide perfect 
forward secrecy, and present an improved protocol in order to 
address this problem. In this paper, we will demonstrate some 
security leaks inherent in Eun-Jun et al.'s protocol and show that 
this protocol is still suffers from perfect forward secrecy problem. 
Finally, we will propose a new Secure Authenticated Key 
Exchange (SAKE) protocol to eliminate the pointed out security 
leaks. 
Keywords: 
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1. Introduction 

Self-organizing sensor networks [1] are emerging and 
being put into practice for many new applications. This 
type of network can usually be set up quickly and 
inexpensively using low-cost and ultra-low-power sensors. 
Target applications include battlefield services, rescue 
missions, nature research projects, etc. The self-organizing 
model can be further divided into two cases [1] [2]. In the 
nonuniform self-organizing model the network may 
contain two types of nodes: full functional devices (FFD) 
with high energy, power, and storage capabilities; and the 
restricted functional devices (RFD), which are typical 
low-capability sensor nodes. In the uniform 
self-organizing model, all nodes are assumed to be 
restricted functional devices. A RFD plays on the role of 
an end device, such as a low-power sensor, while a FFD 
takes the role of a coordinator, a router, or a sensor. The 
initial session key is then used to build a secure channel in 
which link keys are subsequently installed into the sensor 
by the security manager. 
Various kinds of Authentication Key Exchange (AKE) 
protocols have been proposed, such as Huang et al.’s 
protocol [3] which provides key exchange and mutual 
authentication between a sensor node and a security 
manager. This protocol was suffered from a big problem 
which is that a security manager can learn the long-term 
private key of a sensor after having one normal run of the 
protocol with the sensor. 

 Tian et al. [4], proposed an improvement AKE protocol 
which solves the problem of Hug et al.’s protocol and 
makes all of their security claims hold again. 
Recently, Eun-Jun et al. [5] showed that neither protocol is 
appropriate for uniform self-organizing sensor networks, 
since they assume the existence of full-functional devices 
and don’t provide perfect forward secrecy [6][7]. 
In this paper, we will analyze the security of Eun-Jun et 
al.’s protocol and we will show that it doesn’t provide 
perfect forward secrecy which make that; achieving the 
required security level is more difficult in the uniform 
level. To remedy this weakness, we propose a new 
improvement which provides perfect forward secrecy. The 
rest of this paper is sketched as follows: in Section 2, we 
will review Eun-Jun et al.'s protocol. In Section 3, we will 
point out the security leaks inherent in Eun-Jun et al.'s 
protocol. A novel improvement is proposed in Section 4. 
In Section 5 we analyze the security of our protocol. 
Finally, we give conclusions in Section 6. 

2. Brief Review of Eun-Jun et al.'s Protocol 

In this section, we briefly review Eun-Jun et al.'s protocol. 
The scheme consists of two phases: certificate generation 
and AKE protocol for initial session key phases. 
In this protocol, the first phase (certificate generation) is 
the same as both Huag et al.’s and Tian et al.’s AKE 
protocol. Figure 1 shows the second phase (AKE protocol 
for initial session key) in which a sensor and a security  
Manager carries out an AKE protocol to establish an initial 
session key. The proposed initial session key generation 
phase requires only five rounds and works as follows: 
Phase 2: The AKE Protocol for Initial Session Key.  
After generating certificates and public key pairs, sensor 
𝑈  and security manager 𝑉  carries out the following 
protocol to establish an initial session key. The session key 
will be used to set up a secure channel for 𝑉 to install link 
keys to 𝑈. 
 

(1) 𝑈 → 𝑉: 𝐼𝐼𝑈 = 𝑄𝐶𝐶 , 𝐼𝐼𝑈 ,𝐵𝑈 , 𝑡𝑈 
        𝑉 → 𝑈: 𝐼𝐼𝑉 = 𝑄𝐶𝐶 , 𝐼𝐼𝑉 ,𝐵𝑉 , 𝑡𝑉 
  𝑈 and 𝑉 exchange their implicit certificates. The 

content the certificate is verified on the other side 
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that includes the certificate format, expected device 
identity, and the validity period. The public keys of 
the counter-party are also obtained from the 
certificates; 𝑉  obtains 𝑈′𝑠 public key  𝑄𝑈  as  
𝐻(𝐼𝐼𝑈)𝐵𝑈 + 𝑄𝐶𝐶 . Similarly, 𝑈 obtains   𝑉′𝑠 public 
key 𝑄𝑉  as 𝐻(𝐼𝐼𝑉)𝐵𝑉 + 𝑄𝐶𝐶 . If anything goes 
wrong, the protocol is terminated. Note that 
𝑄𝑈 = 𝑞𝑈𝑃 and 𝑄𝑉 = 𝑞𝑉𝑃. 

 

 
Fig. 1. Eun-Jun et al.’s AKE Protocol 

 
(2) 𝑈 → 𝑉: 𝑦 = 𝐸𝐸𝐸𝑅(𝐼𝐼𝑈 ∥ 𝐼𝑈) 

𝑈  randomly picks 𝑑𝑈 ,  compute 𝐼𝑈 = 𝑑𝑈𝑃 , 
𝑅 = 𝑞𝑈𝑄𝑉 = 𝑞𝑈𝑞𝑉𝑃 , and sends 𝑦 = 𝐸𝐸𝐸𝑅(𝐼𝐼𝑈 ∥
𝐼𝑈) to 𝑉 , where 𝐸𝐸𝐸𝑅 is some secure symmetric 
key encryption function under the key 𝑅. 
 

(3) 𝑉 → 𝑈: 𝐼𝑉 , 𝑧 = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) 
𝑉  compute 𝑅 = 𝑞𝑉𝑄𝑈 = 𝑞𝑉𝑞𝑈𝑃 , decrypt 𝑦 , and 
check if the plaintext is 𝐼𝐼𝑈  followed by some 
number. If the check is fails, the protocol is 
terminated. Otherwise, 𝑉  denotes the number 
which follows 𝐼𝐼𝑈 as 𝐼𝑈. 𝑉 then randomly picks 
𝑑𝑉 , and computes 𝐼𝑉 = 𝑑𝑉𝑃 , 𝐾 = 𝑑𝑉𝐼𝑈 =
𝑑𝑉𝑑𝑈𝑃  and 𝑀𝑀𝐸𝐾 ∥ 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾 = 𝐾𝐼𝐾(𝐾 ∥ 𝐼𝐼𝑈 ∥

𝐼𝐼𝑉) . 𝑉  then sends 𝐼𝑉 , 𝑧 = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥
𝐼𝐼𝑉) to 𝑈. Then 𝑉 destroys 𝑑𝑉, 𝑅, and 𝐾. 
 

(4)  𝑈 → 𝑉: 𝑧′ = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) 
    𝑈 compute 𝐾 = 𝑑𝑉𝐼𝑈  and 𝑀𝑀𝐸𝐾 ∥ 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾 =
         𝐾𝐼𝐾(𝐾 ∥ 𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) . 𝑈  then checks if 
        𝑧′  ≟   𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉). If the check fails, the 
    protocol is terminated. Otherwise, 𝑈 sends 
    𝑧′ = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) to 𝑉.Then 𝑈 destroys 
    𝑑𝑢,𝑅 and 𝐾. 
 
(5) 𝑉 checks if  𝑧′≟𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) is valid. If 

not, the protocol is terminated. The initial session 
key established by 𝑈 and 𝑉 is 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾. 

3. Security Analysis of Eun-Jun et al.’s 
Protocol 

In this protocol, suppose an attacker 𝐸 obtains the 
long-term private key 𝑞𝑉 from the compromised security 
manager. It is easily to compute 𝑅 = 𝑞𝑉𝑄𝑈 where 𝑄𝑈 is 
the public-key for sensor 𝑈. 
Once the attacker 𝐸 knows the value of 𝑅, he is easily to 
decrypt 𝑦  and get the value of 𝐼𝑈  as he previously 
knows the value of 𝐼𝐼𝑈. Then, the attacker 𝐸 will play as 
a general-purpose attack known on Elliptic Curve Discrete 
Logarithm Problem (ECDLP) which is the combination of 
the Pohlig-Hellman algorithm [8] and Pollad’s Rho 
algorithm [9] to find the value of 𝑑𝑈 as follow: 
The principle concept of the Pollard’s Rho algorithm is to 
find distinct pairs (𝐸′,𝑑′)  and �𝐸", 𝑑"�  of integers 
𝑚𝑆𝑑 𝐸 such that: 
 
            𝐸′𝑃 + 𝑑′𝑃 = 𝐸"𝑃 + 𝑑"𝐼𝑈      (1) 
 
       �𝐸′ − 𝐸"�𝑃 = �𝑑" − 𝑑′�𝐼𝑈 = �𝑑" − 𝑑′�𝑑𝑈𝑃  (2) 
And so, 
           �𝐸′ − 𝐸"� = �𝑑" − 𝑑′�    𝑆𝐸 〈𝑃〉         (3) 
 
Hence, 𝑑𝑈 = 𝑑𝑙𝑆𝑔𝑃𝐼𝑈 can be obtained by computing: 
 
           𝑑𝑈 = �𝑑′ − 𝑑"�−1�𝐸′ − 𝐸"�     𝑚𝑆𝑑 𝐸    (4) 
 
If the attacker 𝐸 is successfully computed 𝑑𝑈, he is very 
easy to compute 𝐾 = 𝑑𝑈𝐼𝑉  since he intercepts 
transmitted value 𝐼𝑉 from an open network. 
Finally, the attacker 𝐸 can compute the shared session 
key 𝑀𝑀𝐸𝐾 ∥ 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾 ← 𝐾𝐼𝐾(𝐾 ∥ 𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉)by using 
𝐾. Then, we conclude that Eun-Jun et al.’s doesn’t provide 
perfect forward secrecy. 
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4. The Proposed (SAKE) Protocol 

To resist the attack pointed out in the previous section, we 
propose an improved protocol. 
First, we will review some Preliminaries that will be used 
in this paper. Second, we will describe the proposed 
protocol. 

4. 1 Preliminaries 

In this section, we review some definitions, notations and 
widely accepted complexity [10] [11] [12]. 
 
Notation 4.1 (some of the notations used in the proposed 

SAKE protocol are defined as follows) 
 
– C: an elliptic curve defined over GF(P) 
– P: a base point of large order 𝐸on 𝐂. It is assumed that 

the elliptic curve discrete logarithm problem 
(𝐸𝐼𝐼𝐿𝑃)[6] [7] in this group is intractable. 

– CA : a system-wide trusted party called Certificate 
Authority. 

– 𝑈,𝑉 : a sensor and a security manager, respectively. 
– 𝑞𝐶𝐶 ,𝑄𝐶𝐶: the private/public key pair of CA, where 𝑞𝐶𝐶 

is a random integer and 𝑄𝐶𝐶 = 𝑞𝐶𝐶𝑃. 
– 𝐾𝐼𝐾(. ): a secure key derivation function. 
– 𝑀𝑀𝐼(. ): a message authentication code function. 
– ||: the conventional binary string concatenation operator. 
– K ∈ N: a system-wide security parameter. 
 
Definition 4.1 (Elliptic Curve Discrete Logarithm 
            Problem (ECDLP)) 
 
Given an elliptic curve 𝐸 over a finite field 𝐾𝑞, a point 
𝑃 ∈ 𝐸�𝐾𝑞� of order 𝐸, and a point 𝑄 ∈ 〈𝑃〉 , find the 
integer 𝑙 ∈ [0, 𝐸 − 1] such that 𝑄 = 𝑙𝑃 . The integer 𝑙 
is called the discrete logarithm of 𝑄  to the base 𝑃 , 
denoted 𝑙 = 𝑑𝑙𝑆𝑔𝑃𝑄. 
For security, the 𝐸𝐼𝐼𝐿𝑃 should be intractable and so the 
elliptic curve parameters (𝑞, the equation of 𝐸,𝑃,𝐸 =
𝑆𝑟𝑑𝑃) should be carefully chosen in order to resist all 
known attacks on the 𝐸𝐼𝐼𝐿𝑃. 
 
Definition 4.2 (Strong Elliptic Curve) 
 
A cryptographically strong elliptic curve is an elliptic 
curve such that the DLP in the group of points is expected 
to be difficult. 
The most naive way to solve the 𝐸𝐼𝐼𝐿𝑃 is an exhaustive 
search where one computes the sequence 𝑃, 2𝑃, 3𝑃, …. 
until the result is equal to 𝑄. In the worst case one need to 
compute 𝐸 steps and 𝐸 2⁄  steps on average. 
 
Assumption 4.1 (security constraints) 

- In order to avoid Pohlig-Hellman attack and Pollard’s   
rho attack in the 𝐸𝐼𝐼𝐿𝑃, it is necessary that #𝐸�𝐾𝑞� is 
divisible by a sufficiently large prime 𝐸  (𝑆.𝑔.  𝐸 >
2160). 

- Maximum resistance to these two attacks can be 
attained by selecting 𝐸 such that #𝐸�𝐾𝑞� is prime or 
almost prime, i.e., #𝐸�𝐾𝑞� = ℎ𝐸  where 𝐸  is prime 
and ℎ is small (𝑆.𝑔.  ℎ = 1, 2, 3). 

4.2 The SAKE Protocol 

This protocol consisting of two basic phases: the first 
phase (certificate generation) is the same as both Huge et 
al.’s and Tian et al.’s AKE protocols 
 
Phase 2: The proposed Protocol for Initial Session Key.  
 
After generating certificates and public key pairs, sensor U 
and security manager V carry out the following protocol to 
establish an initial session key. The session key is used to 
set up a secure channel for V  to install link keys to U. 
Figure 2 shows the SAKE protocol. 
 
(1)     𝑈 → 𝑉: 𝐼𝐼𝑈 = 𝑄𝐶𝐶 , 𝐼𝐼𝑈 ,𝐵𝑈 , 𝑡𝑈 

       𝑉 → 𝑈: 𝐼𝐼𝑉 = 𝑄𝐶𝐶 , 𝐼𝐼𝑉 ,𝐵𝑉 , 𝑡𝑉 
𝑈 and 𝑉 exchange their implicit certificates. The 
content the certificate is verified on the other side 
that includes the certificate format, expected device 
identity, and the validity period. The public keys of 
the counter-party are also obtained from the 
certificates; 𝑉  obtains 𝑈′𝑠 public key  𝑄𝑈  as 
𝐻(𝐼𝐼𝑈)𝐵𝑈 + 𝑄𝐶𝐶 . Similary, 𝑈  obtains    𝑉′𝑠  public 
key 𝑄𝑉  as 𝐻(𝐼𝐼𝑉)𝐵𝑉 + 𝑄𝐶𝐶 . If anything goes 
wrong, the protocol is terminated. Note that 
𝑄𝑈 = 𝑞𝑈𝑃 and 𝑄𝑉 = 𝑞𝑉𝑃. 

 
(2) 𝑈 → 𝑉: 𝑦 = 𝑟𝑃, (𝐼𝐼𝑈 ∥ 𝐼𝑈) + 𝑟𝑄𝑉 

𝑈 randomly picks 𝑑𝑈 and 𝑟, compute 𝐼𝑢 = 𝑑𝑈𝑃, 
and sends 𝑦 = {𝑟𝑃, (𝐼𝐼𝑈 ∥ 𝐼𝑈) + 𝑟𝑄𝑉} , where y 
represents the ciphertext of the component: 
(𝐼𝐼𝑈 ∥ 𝐼𝑈) using the Elliptic Curve Cryptosystem. 
 

(3) 𝑉 → 𝑈:𝑚, 𝑧 = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) 
𝑉  decrypts y, and check if the plaintext is 𝐼𝐼𝑈  
followed by some number. If the check is fails, the 
protocol is terminated. Otherwise, denotes the 
number which follows 𝐼𝐼𝑈  as 𝐼𝑈 . 𝑉  then 
randomly picks 𝑑𝑉 and S, and compute 𝐼𝑉 = 𝑑𝑉𝑃,  

     𝐾 = 𝑑𝑉𝐼𝑈 , 𝑚 = 𝑠𝑃, (𝐼𝐼𝑉 ∥ 𝐼𝑉) + 𝑠𝑄𝑈 , where m   
represents the ciphertext of the message: (𝐼𝐼𝑉 ∥ 𝐼𝑉) 

   using the Elliptic Curve Cryptosystem and 
   𝑀𝑀𝐸𝐾 ∥ 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾 = 𝐾𝐼𝐾(𝐾 ∥ 𝐼𝐼𝑈 ∥ 𝐼𝑉). 𝑉 then 
   sends 𝑚 and 𝑧 = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉)  to 𝑈. 
   Then 𝑉 destroys 𝑑𝑉 , 𝑠, 𝑀𝐸𝑑 𝐾. 
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Fig. 2. The SAKE Protocol 

 
(4) 𝑈 → 𝑉: 𝑧′ = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝑉) 

𝑈 decrypt 𝑚  and check if the plaintext is 𝐼𝐼𝑉  
followed by some number. If the check is fails, the 
protocol is terminated. Otherwise, denotes the 
number which follows 𝐼𝐼𝑉  as 𝐼𝑉 . 𝑈  then 
computes 𝐾 = 𝑑𝑈𝐼𝑉  and 𝑀𝑀𝐸𝐾 ∥ 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾 =
𝐾𝐼𝐾(𝐾 ∥ 𝐼𝐼𝑈 ∥ 𝐼𝑉). 
 𝑈 then checks if 𝑧 = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉). If the 
check fails, the protocol is terminated. Otherwise, 𝑈 
sends 𝑧′ = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝑉)  to 𝑉 . Then 𝑈 
destroys 𝑑𝑈 , 𝑟, 𝑀𝐸𝑑 𝐾. 

 
(5) 𝑉 checks if 𝑧′ = 𝑀𝑀𝐼𝑀𝑀𝑀𝑀(𝐼𝐼𝑈 ∥ 𝐼𝑉) is valid. If 

not, the protocol is terminated. Otherwise, the initial 
session key established by 𝑈 and 𝑉 is 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾. 
 

5. Security Analysis for the SAKE Protocol 

In this section, we show that our proposed protocol with- 
stands various strong attacks.  
 
a) Replay Attack: If an adversary E intercepts the 
information transmitted between sensor and security 
manager. He can reuse the information to spoof the 

sensor to be successfully authenticated by the security 
manager. In the proposed protocol, Attacker E can 
intercept all transmission values {𝑦,𝑚, 𝑧, 𝑧′} and can use 
them to impersonate U (or V) when sending the next key 
agreement message. For a random challenge, 
{𝑑𝑈,𝑑𝑉 , 𝑟, 𝑀𝐸𝑑 𝑠}, which are separately generated by U 
and V , are different every time. Since U and V always 
verify the integrity of the fresh session key 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾 by 
checking 𝑧 and 𝑧′  in Steps (4) and (5), the replayed 
messages can be detected by U and V, respectively. 
  
b) De-synchronization Attack: E sends spoofed 
messages to make the data stored in both sensor and 
security manager de-synchronized. It can cause the 
communication between the sensor and security 
manager to be invalid temporarily or permanently. Our 
proposed protocol overcomes the de-synchronization 
attack because the authentication data stored in both 
sensor and security manager (𝐼𝐼𝑈  , 𝐼𝐼𝑉) is secured via 
the encryption function 𝑚 = {𝑠𝑃, (𝐼𝐼𝑈  , 𝐼𝐼𝑉) + 𝑠𝑄𝑈} . 
Therefore, if an adversary launches a de-synchronization 
attack on our scheme, he cannot succeed.  

 
c)  Impersonation Attack: 𝐸  utilizes the messages 
eavesdropped before to impersonate a legitimate sensor 
(or security manager) to communicate with the security 
manager (or sensor) and pass the authentication 
successfully. Attacker 𝐸 can’t successfully execute an 
impersonation since 𝑉 verifies the authentication data 
for 𝑈 by decrypting the message y using its private key 
𝑞𝑉  and then returns 𝑚  and 𝑧 . 𝑈  also verifies the 
authentication data for 𝑉 by decrypting the message 
 𝑚  using its private key 𝑞𝑈 . Hence, 𝑈  will have 
implicit assurance that it is talking to 𝑉 . Therefore, the 
impersonation attack cannot work in our protocol.  

 
d) Man-in-the-Middle Attack: An active adversary 
modifies the transmitted messages between the sensor and 
the security manager, making them believe that they are 
communicating to the intended party. In the (SAKE) 
protocol we encrypt the authenticated data as follow: 
Sensor 𝑈 selects private key 𝑞𝑈 and generates a public 
key 𝑄𝑈 = 𝑞𝑈𝑃  to encrypt and send a message 
(𝐼𝐼𝑈  , 𝐼𝐼𝑉) to 𝑉, 𝑈 chooses a random positive integer 𝑟 
and produces the cipher text 𝑦 consisting to the pair of 
points 𝑦 = {𝑟𝑃, (𝐼𝐼𝑈  , 𝐼𝐼𝑉) + 𝑟𝑄𝑉}. 
Note that 𝑈 has used 𝑉′𝑠 public key 𝑄𝑉. To decrypt the 
ciphertext, 𝑉 multiplies the first point in the pair by 𝑉′𝑠 
secret key and subtracts the result from the second point: 

(𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) + 𝑟𝑄𝑉 − 𝑞𝑉(𝑟𝑃)
= (𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) + 𝑟(𝑞𝑉𝑃) − 𝑞𝑉(𝑟𝑃)
= (𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) 
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𝑈 has masked the message (𝐼𝐼𝑈 ∥ 𝐼𝐼𝑉) by adding 𝑟𝑄𝑉 
to it. Nobody but 𝑈 knows the value of 𝑟, so even though 
𝑄𝑉 is a public key, nobody can remove the mask 𝑟𝑄𝑉. 
However, 𝑈 also includes a “clue,” which is enough to 
remove the mask if one knows the private key 𝑞𝑉. For an 
attacker 𝐸  to recover the message, the attacker would 
have to compute 𝑟 given 𝑃 and 𝑟𝑃, which is hard. 
 
e) The Proposed Protocol Provides Known-Key 
Security: Known-key security means that each run of a 
key agreement protocol between two entities U and V 
should produce unique secret keys; such keys are called 
session keys. In the proposed scheme it is impossible to 
compute the other session keys 𝑀𝑀𝐸𝐾 ∥ 𝑆𝑆𝑠𝑠𝑆𝑆𝐸𝐾 =
𝐾𝐼𝐾(𝐾 ∥ 𝐼𝐼𝑈 ∥ 𝐼𝑉)  with the next key agreement 
protocols because knowing the values of both 𝑑𝑈 and 𝑑𝑉 
is very hard since these values are randomly selected for 
each session. 
 
f)  The Proposed Protocol Provides Perfect Forward 
Secrecy: Perfect forward secrecy means that if the 
long-term private keys of one or more entities are 
compromised, the secrecy of previous session keys, which 
was established by honest entities, is not affected. Since 
the proposed protocol is obeys for the security constraints 
that was described in the assumption 4.1 in this paper, then 
If the long-term private keys of two entities U and V are 
compromised, an attacker will not be able to determine the 
session key K for the past sessions or to decrypt them, 
since the attacker is still faced with the ECDHP. 

6. Conclusion 

In this paper, we have addressed the important issue 
securing a self-organizing wireless sensor networks 
against perfect forward security. First, security of Eun-Jun 
et al.’s protocol is analyzed and proved that this protocol 
does not provide perfect forward security. Second, an 
enhanced SAKE protocol is presented to address this 
problem. Third, the security of the proposed protocol is 
analyzed to proof that the proposed protocol is provide the 
perfect forward security as well as it is stand against 
several strong attacks such that: replay attack, 
De-Synchronization attack, impersonation attack and 
Man-in-the- Middle attack.  
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