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Abstract-The negative database (NDB) is a representation of all elements not found in a positive database
(DB) to secure data from malicious users. Therefore, it is important to study the concept of negative
databases and their algorithms, such as prefix, randomize, On-line, hybrid-Prefix, and real value algorithm,
also interested in retrieving the positive data as a result of the query on the negative data. This research
proposed a hybrid algorithm for converting from NDB to DB. The main idea of the proposed algorithm is to
convert the positive query directed to the NDB and to obtain the result of the query in a secure way as if this
query were on DB.
I. INTRODUCTION

Protecting information stored in a database from inspection by unauthorized parties has been a
concern since the start of this domain. Nowadays the user uses different types of encryption to protect
the database, such as cryptographic protection of databases, multi-party computation schemes, the use
of one-way functions, and dynamic accumulators [4]. However, as Esponda(2004) mentioned the
encryption and decryption are not suitable for some applications [1]. Esponda proposed the NDB,
which inspired by the biological immune system as a novel security algorithm [2][3][5].

Using the concept of NDB to secure the data is an optimal solution. However, when querying data,
the user should use negative representation for the key search data [8]. Also, the results of query will be
in negative representation [12]. Consequently, the user will need to convert these results to positive
representation. This is break the security of database. This research work on this problem to find a
solution to let the user work with the positive data query with the NDB and getting the result also with
the positive data.

The big problem is the query on NDB, data security needed to maintain its confidentiality and
satisfy the user requests from the original database.

The research organized into some sections, which are: Introduction, Query on Negative Database,
the proposed Algorithm to query on NDB, Implementation to prove the correctness of the Proposed
Algorithm and Conclusions.

II. QUERY ON NEGATIVE DATABASE

The previous works extended that work by defining a set of relational operators for negative
representations. For each relational operator, the corresponding negative operator is defined such that
the result of the negative operator applied to a negative representation is equivalent to the positive
version applied to the positive representation. Algorithms for each relational operator are described and
compared to its positive counterpart. This work enhances the practicality of negative databases and
expands their range of application [7].

All previous works apply the query to the positive data by using relational algebra and extract the
positive result. Then, apply the same step to the negative database and extract the result of negative

query. Matching the positive results with the negative results and make sure that the negative result
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does not contain any element of positive result. There is no algorithm to convert the result of the query
on NDB into a similar query result on DB.So far all that has been mentioned in the previous research is
only the conversion of the query on NDB instead of DB [10].
I1l. THE PROPOSED ALGORITHM TO QUERY ON NDB
The main idea of the proposed algorithm is to obtain the results of the positive query directed to
NDB in a positive representation in a secure way. Fig .1 represents the conceptual using procedures of

the proposed algorithm.
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Figurel.TheConceptual using Procedures of the proposed Algorithm

A. The Proposed Algorithm Steps
Stepl:
Get query from the authenticated user on NDB with positive data representation [9][11].
Step2:
Convert data query from positive to negative representation using Relational Algebra operations such
as Select(c), Projection(m), Intersection (11) and Union(U) .(F.Esponda etal.,2007; F.Esponda,2008)
Showed the detailed steps to convert the queries structure from positive representation to negative
representation using relation algebra[7] [10].
Step3:
Retrieve all records satisfy the requested query from NDB, with negative representation.
Step4:
Calculate minimum value (Min) of each record with substitute all * with 0. This will give the expected
smallest values in binary representation as example:
The (Min) value of 11** = 1100
Step5:
Calculate maximum value (Max) of each record with substitute all * with 1. This will give the expected
largest values in binary representation as example:
The (Max) value of 11** = 1111
Step6:
Convert Minimum and Maximum values from the binary to decimal representation as example:

1) The (Min) value of 11** = (1100),=(12)10
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2) The (Max) value of 11** =(1111),=(15)10
Step7:
Calculate MergeSort(Min, Max) and put them in negative list (NL) depend on step6.
MergeSort(Min, Max): is a Function has two arguments is MIN, MAX. The job of function, firstly
adding the values of MIN, MAX to NL and secondly sorting MIN, MAX from smallest to the largest
values.
Step8:
Find the hidden elements in NL, where these elements will represent the positive values which required
and put in positive list (PL).
Step9:
Convert element in (PL) from decimal to string format to get query results with positive data
representation.

Fig.2 shows the sequence of steps of the proposed algorithm.

}

Calculate MergeSort
(Min, Max)

Convert query from

positive to negative
representation using
relation algebra

Negative
Query
Result

Compare all elements in
(NL) with each other

Calculate minimum l
value (Min),maximum
\'(alue )(Ma\) Find hidden elements in
l : list NL
Convert Min & Max l
from binary to decimal Convert element in DL
. Convert NL 4 z
format from decimal to string
to PL 3
format

Show the result
in positive
representation

Stop

Figure2.The Proposed Algorithm Flowchart
IV. IMPLEMENTATION TO PROVE THE CORRECTNESS OF THE PROPOSED

ALGORITHM

In this section, an example will be proposed to positive DB. Convert the positive DB to NDB and

process the same queries using the proposed algorithm to get results in negative representation then
convert the results to positive representation. The last step is comparing the results from the first
attempt on positive DB with the results of the second attempt on negative NDB; if they are equal this
will prove the correctness of the proposed algorithm.

1) Assume the follow positive DB as DB1
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TABLE |

POSITIVE DATABASE (DB1) OF STUDENT_NAME1

Student_Namel

Course_code

Ali

CS1

Aza

1S2

omr

CS3

2)

3)

4)

Convert Student_Namel column in DB1 from string to binary representation is shown in the

following table
TABLE Il
BINARY REPRESENTATION OF STUDENT _NAME1
Student_Namel
0100 0001 0110 1100 0110 1001

0100 0001 0111 1010 0110 0001
01001111 0110 1101 0111 0010

Convert Student_Namel in DB1 from binary to decimal representation to calculate the
complement of data is shown in the following table

TABLE Il
DECIMAL FORMAT OF STUDENT _NAMEL1
Student_Namel

4287593
4291169
5205362

The complement of Student _Namel is shown in the following table
TABLE IV
THE COMPLEMENT OF STUDENT _NAME1
Student_Namel

(0-16777215)

Start End

0 4287592
4287594 | 4291168
4291170 | 5205361
5205363 | 16777215

The Steps of the Complement Calculations:

1) Calculate the complement (U- Student_Namel) of pervious table to get the negative database.
2) Number of all combinations (U) =2" where n is number of bits in record.

3) Number of all combinations in Student_Name1=2% =16777215 record.

4) The complement of data (U- Student_Namel) = 16777215-3=16777212 record.

5) The all of following steps to generate negative representation with using table (3)

Stepl:

1) The start of the first set of records for negative representation Start=0
2) The end of the first set of records for negative representation End=the First value record in
Student_Name1-1=4287593-1=4287592

Step2:

1) The start of the second set of records for negative representation Start= the First value record
in Student_Namel +1= 4287593+1=4287594

2) The end of the second set of records for Student NamelEnd=the Second value record in
Student_Name1-1=4291169-1=4291168

Step3:

1) The start of the third set of records for negative representation Start= Second value record in
Student_Namel+1=4291169+1=4291170
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2) The end of the third set of records for negative representation End= Third value record in
Student_Name1-1=5205362-1=5205361
Step4:
1) The start of the fourth set of records for negative representation Start= the third value record
in Student_Namel+1=5205362+1=5205363
2) The end of the fourth set of records for negative representation End=the fourth value record in
Student_Name1-1=5925230-1=5925229
Step5:
1) The start of the last set of records for negative representation Start= fourth value record in
Student_Namel+1=5925230+1=5925231
2) The end of the last set of records for negative representation End= 16777215

5) The negative representation of Student_Namel is shown in the following table using table V

TABLE V
THE NEGATIVE DATABASE OF STUDENT NAME1
Studentnamel (NDB1)
00** *hkk khkk hhkkk hkhhhk hhkk
0100 0000 *khkk khkkk kkkhk khkkk
0100 0001 00** *khkkkhk khkhkkk kkhkkk
0100 0001 010* *khkk khkkk kkhkkk
0100 0001 0110 Q*** *kkk skkek
0100 0001 0110 10%** *x #xkk
0100 0001 0110 1100 QQ** ****
0100 0001 0110 1100 010* ****
0100 0001 0110 1100 0110 0***
0100 0001 0110 1100 0110 1000
0100 0001 0110 1100 0110 101*
0100 0001 0110 1100 0110 11**
0100 0001 0110 1100 0111 ****
0100 0001 0110 1100 1*** **=*=
0100 0001 0110 1101 > ks
0100 0001 0110 111* * *okaks
0100 0001 0111 Q¥ *akk ok
0100 0001 0111 10Q* **# ks
0100 0001 0111 1010 QQ** ****
0100 0001 0111 1010 0101 ****
0100 0001 0111 1010 0110 0000
0100 0001 0111 1010 0110 001*
0100 0001 0111 1010 0110 01**
0100 0001 0111 1010 0110 1***
0100 0001 0111 1010 0111 ****
0100 0001 0111 1010 1 **==
0100 0001 0111 10171 **x #xksk
0100 0001 0111 1% *kkok soxokk
0100 0001 1*** *hkkk kkhkhkk khkkk
0100 0010 dkhkkk kkhkkhk kkhkk khkkk

0100 0011 *hkkk kkhkhkk khkkk khkkhk

0100 QL** FxHsk *okskk dkkk dokksk

0100 10** *hkk kkhkhkk khkkk khkhk

0100 110%* ***%* Hkkk kkokk kkksk

0100 1110 dkhkkk kkhkkhk kkhkk khkkk
0100 1111 00** *hkk khkkhk khkkk
0100 1111 0101 *hkk khkkhkk khkkk
0100 1111 011Q Q*** *xkx kkk
0100 1111 0110 1Q** *kkk Ak
0100 1111 0110 1100 **** sk
0100 1111 0110 1101 QO** ****
01001111 0110 1101 010* ****
0100 1111 0110 1101 011Q ****
01001111 0110 1101 0111 000*
01001111 01101101 0111 0011
01001111 0110 1101 0111 01**
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01001111 0110 1101 0111 1***
0100 1111 0110 1101 L*** ****
0100 1111 0110 111 *xk xxx
0100 1111 0111 *hkk khkkhk khkkk
0100 1111 1*** *hkkk kkkhk khkkk

0101 *khkk khkkk kkhkkhkk khkkk kkhkkik

011* *hkhk khkk hhkkk hhhk khkkk

10** *hkk khkkk kkhkk khkkkhk khkk

11** *hkhk khkhk hhkkk khhhk hhkk

Assume the following table as DB2

TABLE VI
POSITIVE DATABASE (DB2) OF STUDENT_NAME2
Student_Name2 | Student_Grade
Ali A
Omr C
Convert Student_Name2 attribute in DB2 from string to binary representation

TABLE VII
BINARY FORMAT OF STUDENT NAME?2
Student_Name2

01000001 01101100 01101001
01001111 011011010 1110010

Convert Student_Name2 in DB2 from binary to decimal representation to calculate the

complement of data is shown in the following table

TABLE VII
DECIMAL FORMAT OF STUDENT _NAME2
Student_Name2

4287593
5205362

The complement of Student _Name2 is shown in the following table

TABLE VIII
THE COMPLEMENT OF STUDENT _NAME2
Student_Name2

(0-16777215)

Start End

0 4287592
4287594 | 5205361
5205363 | 16777215

The Steps of the Complement Calculations:

1) Calculate the complement (U- Student_Namel) of pervious table to get the negative database.
2) Number of all combinations (U) =2" where n is number of bits in record.

3) Number of all combinations in Student_Name1=22* =16777215 record.

4) The complement of data (U- Student_Namel) = 16777215-3=16777212 record.

5) The all of following steps to generate negative representation with using table (3)

Step1:

1) The start of the first set of records for negative representation Start=0
2) The end of the first set of records for negative representation End=the First value record in
Student_Name1-1=4287593-1=4287592

Step2:

1) The start of the second set of records for negative representation Start= the First value record
in Student_Namel +1= 4287593+1=4287594
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2) The end of the second set of records for Student_Namel End=the Second value record in
Student_Name1-1=5205362-1=5205361
Step5:
1) The start of the last set of records for negative representation Start= fourth value record in
Student_Namel+1= 5205362+1=5205363
2) The end of the last set of records for negative representation End= 16777215

5) The negative representation of Student_Name2 is shown in the following table using table IX

TABLE IX
THE NEGATIVE DATABASE OF STUDENT _NAME2
Student_Name2(NDB2)

00** K*hkkk kkhkkhk khkkk kkhkhk khkkk

0100 OOOO *hkk khkkhk khkkk kkkk

0100 0001 OO** *khkk khkkk kkkk
0100 0001 0110 Q2 sk Ak
0100 0001 0110 1% *kx*k Hkkk
0100 0001 0110 1100 QQ** ****
0100 0001 0110 1100 010%* ****
0100 0001 0110 1100 0110 0***
0100 0001 0110 1100 0110 1000
0100 0001 0110 1100 0110 101*
0100 0001 0110 1100 0110 11**
0100 0001 0110 1100 0111 ****
0100 0001 0110 1100 L*** ****
0100 0001 0110 1107 *#* Haksk
0100 0001 0110 111% *** Hkkkx
0100 0001 0111 Q2 sk Ak
0100 0001 0111 10Q* **x** *xkk
0100 0001 0111 1010 QQ** ****
0100 0001 0111 1010 0101 ****
0100 0001 0111 1010 0110 00**
0100 0001 0111 1010 0110 01**
0100 0001 0111 1010 0110 1***
0100 0001 0111 1010 0111 ****
0100 0001 0111 1010 JH#*
0100 0001 0111 10171 **x** *kkk
0100 0001 0111 117 Hkskk Ak

0100 0010 *hkk khkkk khkkhk khkkk

0100 0011 *hkhkk khkkk khkkhk khkkk

0100 QL** Fx*sk dokdok dkkk dkksk

0100 10** *hkk khkkk kkhkhk khkkk

0100 110%* ***%k Fkskok kkkk kkkk

0100 1110 *hkhk kkkhk khkk khkkk

0100 1111 0101 *khkk khkkk kkhkkk
0100 1111 011Q Q*** *xxx ok
0100 1111 0110 1% *kkk ks
0100 1111 0110 1100 **** ks
0100 1111 0110 1101 QQ** ****
01001111 0110 1101 010* ****
0100 1111 0110 1101 0110 ****
01001111 0110 1101 0111 000*
0100 1111 0110 1101 0111 0011
01001111 01101101 0111 01**
01001111 0110 1101 0111 1***
0100 1111 0110 1101 1*** **x**
0100 1111 0110 111* **** *xkk
0100 1111 1*** *hkkk khkkhk khkkk

0101 *khkk hhkkk kkhkhk khkkk kkhkik

011* *khkk hhkkk kkhkhk khhkkk kkhkik

10** K*hhkk khkkhk khhk Ahkkhkh khkk

11** *khkk khkkk kkhkhk khkkk kkhkkik

1) Positive Select
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SELECT Student_ Namel
From DB1

Where Student_Namel='Aza'

TABLE X
THE POSITIVE DATABASE OF STUDENT _NAME1 WITH 24- BITS STRINGS. AND THE RESULT OF APPLYING
SELECT OPERATION
Student_Namel Result Query in Positive
0100 0001 01101100 0110 1001 | 0100 0001 0111 1010 0110 0001
0100 0001 0111 1010 01100001 | L.H.S
0100 111101101101 0111 0010

2) Negative Select

TABLE XI
THE RESULT OF NEGATIVE AND POSITIVE SELECT REPRESENTATION

Result of Negative Select Min Max MergeSort(Min,Max) Result in Positive Representation

0100 0001 Q111 Q¥ xswx sk 4290560 4291071 (4290560,4291071, 4291072, | (4291169)1,=(0100 0001 0111

0100 0001 0111 100* **%* #x* 4291072 4291135 4291135, 4291136, 4291167, | 1010 0110 0001),

0100 0001 0111 1010 Q0** **+** 4291136 4291167 4291168, 4291170, 4291171, | R.H.S

0100 0001 0111 1010 0110 0000 4291168 - 4291172, 4291175, 4291176,

0100 0001 0111 1010 0110 001* 4291170 4291171 4291183, 4291184, 4291199,

0100 0001 0111 1010 0110 01** | 4291172 4291175 4291200, 4291327, 4291328,

0100 0001 0111 1010 0110 1*** | 4291176 4291183 4291583, 4291584, 4292607)

0100 0001 0111 1010 0111 **** 4291184 4291199

0100 0001 0111 1010 1*%* *¥** 4291200 4291327

0100 0001 0111 1011 %% Hxss 4291328 4291583

0100 0001 0111 L1** % Hxsk 4291584 4292607

Comparing between L.H.S and R.H.S, if they are equal .This prove the correctness of the
proposed algorithm where processing select operation.
3) Positive Projection

SELECT Student_Namel

From DB1

Where Student_Namel='A'

TABLE XII
THE POSITIVE DATABASE OF STUDENT _NAME1 WITH 24- BITS STRINGS. AND THE RESULT OF APPLYING
PROJECTION OPERATION
Student_Namel Result Query in Positive
0100 0001 0110 1100 0110 1001 | 0100 0001 0110 1100 0110 1001
0100 0001 0111 1010 0110 0001 | 0100 0001 0111 1010 0110 0001
0100 111101101101 0111 0010 | L.H.S

4) Negative Projection

TABLE XIlII
REVERSING THE RESULT OF DATA FROM NEGATIVE TO POSITIVE PROJECTION
Result of Negative Projection Min Max MergeSort(Min,Max) Result in Positive Representation
0100 0001 QQ** *#xk xskxx xkxx | 4250840 4276223 | (4259840,4276223 (4287593)1,=(0100 0001 0110 1100
0100 0001 Q10%* **** skxx wxkx | 4276204 4284415 | ,4276224,4284415 0110 1001),
0100 0001 0110 Q*** **** *skk* 4284416 4286463 ,4284416,42864663 (4291169)1,=(0100 0001 0111 1010
0100 0001 0110 10%* **x* *+x* | 4286464 4287487 ,4286464,4287487 0110 0001),
0100 0001 0110 1100 00** **** | 4287488 4287551 | .4287584,4287591 RH.S
0100 0001 0110 1100 010* **** | 4287552 4287583 | 4287592,4287594
0100 0001 0110 1100 0110 0*** | 4287584 4287591 | +4287595,4287596
0100 0001 0110 1100 0110 1000 | 4287502 - ,4287599,4287600
0100 0001 0110 1100 0110 101* | 4287594 4287595 igg;giggg;giz
0100 0001 0110 1100 0110 11** | 4287596 4287599 | /000000 4288000
0100 0001 0110 1100 0111 **** | 4287600 4287615 | 4508511 4288512
0100 0001 0110 1100 1*** **** | 4287616 4287743 | '41590559,4290560
0100 0001 0110 1101 **** **** | 4287744 4287999 | '4591071 4291072
0100 0001 0110 111* **** *=** | 4288000 4288511 | 4291135 4291136
0100 0001 0111 Q*** *#*x xsxx | 4288512 4290559 | 4291167.4291168
0100 0001 0111 100* **** **xx 4290560 4291071 ,4291170,4291171
0100 0001 0111 1010 00** **** | 4291072 4291135 | 4291172,4291175
0100 0001 0111 1010 0101 **** | 4291136 4291167
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0100 0001 0111 1010 0110 0000 | 4291168 - 14291176,4291183
0100 0001 0111 1010 0110 001* | 4291170 4291171 | ,4291184,4291199
0100 0001 0111 1010 0110 01%* | 4291172 4291175 | ,4291200,4291327
0100 0001 0111 1010 0110 1*** | 4291176 4291183 | 4291328,4291583
0100 0001 0111 1010 0111 **** | 4291184 4291199 | .4291584,4292607
0100 0001 0111 1010 1*** **** | 4291200 4291327 | :4292608,4325375)
0100 0001 0111 1011 **** **** | 4291328 4291583
0100 0001 0111 11** **** **** | 4201584 4292607
0100 0001 1#*% *wwx sadex 5ox% | 4292608 4325375

Comparing between L.H.S and R.H.S, if they are equal .This prove the correctness of the

proposed algorithm where processing Projection operation.

5) Positive Intersection

SELECT Student_Namel from DB1

INTERSECT

SELECT Student_Name2 from DB2

TABLE XIV

THE POSITIVE DATABASE OF STUDENT _NAME1 WITH 24- BITS STRINGS. AND THE RESULT OF APPLYING

INTERSECTION OPERATION

Student_Namel

Student_Name2

Result Query in Positive

0100 0001 0110 1100 0110 1001

0100 0001 0110 1100 0110 1001

0100 0001 0111 1010 0110 0001

01001111 0110 1101 0111 0010

01001111 01101101 0111 0010

0100 0001 0110 1100 0110 1001
010011110110 1101 0111 0010

L.H.S

6) Negative Intersection

TABLE XV

THE RESULT OF NEGATIVE AND POSITIVE INTERSECTIONREPRESENTATION

Result of Negative Intersection Min Max MergeSort(Min,Max) Result in Positive Representation
QO Fkak ek sk ek Fexkok 0 4194303 (0,4194303,4194304 (4287593)1,=(100 0001 0110 1100
0100 0000 *hhkk khhkkhkk khkhkkhkk kkhkkk 4194304 4259839 ,4259839,4259840 0110 1001)2
0100 0001 Q10% s sesesew oo 4276224 4284415 /4284415 0111 0010),
0100 0001 0110 0*** **x* *x*% | 4284416 | 4286463 ﬁggiéﬁgg?igi RH.S
0100 0001 0110 10%* **¥ *xsks 4286464 4287487 ' 1287458 4287551
0100 0001 0110 1100 00** **** 4287488 4287551 4287552 4287583
0100 0001 0110 1100 010* **** 4287552 4287583 4287584 4287501
0100 0001 0110 1100 0110 0*** 4287584 4287591 4287592,4287594
0100 0001 0110 1100 0110 1000 4287592 - 4287595,4287596
0100 0001 0110 1100 0110 101* 4287594 4287595 4287599,4287600
0100 0001 01101100 0110 11** 4287596 4287599 4287615,4287616
0100 0001 0110 1100 0111 **** 4287600 4287615 4287743,4287744
0100 0001 0110 1100 1*%* *x** 4287616 4287743 ,4287999,4288000
0100 0001 0110 1101 **%* *xs* 4287744 4287999 ,4288511,4288512
0100 0001 0110 111% **¥ sk 4288000 4288511 ,4290559,4290560
0100 0001 Q111 Q% *xx Hxskx 4288512 4290559 ,4291071,4291072
0100 0001 0111 100%* **%* *x+x 4290560 4291071 ,4291135,4291136
0100 0001 0111 1010 00** **** 4291072 4291135 /4291167,4291168
0100 0001 0111 1010 0101 **** 4291136 4291167 4291171,4201172
0100 0001 0111 1010 0110 00** 4291168 4291171 /4291175,4291176
0100 0001 0111 1010 0110 O1** 4291172 4291175 /4291183,4291184
0100 0001 0111 1010 0110 1*** | 4291176 | 4291183 jﬁgﬂi?iﬁgiégg
0100 0001 0111 1010 0111 **** 4291184 4291199 ' 1961583 4791584
0100 0001 0111 1010 1*%* *x** 4291200 4291327 4292607
0100 0001 0111 1011 **% sk 4291328 4291583 '4292608,4325375
0100 0001 0111 117 %3k wxskx 4291584 4292607 4325376.4390911
0100 0001 1#%% H¥ksk sk Feckon 4292608 4325375 4390912 4456447
0100 0010 **** H*xkk dkkk dexkx 4325376 4390911 4456447 4718590
0100 Q11 ** Hokokk dekokeok ekkoke 4390912 4456447 ,4718592,4980735
0100 QL** %ok Foekar xokdek Fexk 4456447 4718591 14980736,5111807
0100 10** Kdkhkk hhkk khkkk khkkk 4718592 4980735 ,5111808,5177343
0100 L10% *¥ Foka sk Fexckon 4980736 5111807 ,5177344,5193727
0100 1110 %k sk oo e 5111808 5177343 ,5193729,5197822
0100 1111 QQ%* ko sk Fexcskon 5177344 5193727 ,5197824,5201919
0100 1111 0100 **3* Hkkk ek 5193728 5197823 ,5201920,5203967
0100 1111 Q101 3k ks s 5197824 5201919 15203968,5204991
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0100 1111 Q110 Q*** *xxx xwww 5201920 5203967 '5204992,5205247
0100 1111 Q110 10 * oo 5203968 5204991 ,5205248,5205311
0100 1111 0110 1100 **** *w** 5204992 5205247 ,5205312,5205343
0100 1111 0110 1101 00** **** 5205248 5205311 ,5205344,5205359
0100 1111 0110 1101 010* **** 5205312 5205343 19205360,5205361
0100 1111 0110 1101 0110 **** 5205344 5205359 15205363,5205364
0100 1111 0110 1101 0111 000* 5205360 5205361 5205367,5205368
0100 1111 0110 1101 0111 0011 ; 5205363 5205375,5205376
0100 1111 0110 1101 0111 O1** 5205364 5205367 'ggggggggggggg‘?‘
0100 1111 0110 1101 0111 1*** 5205368 5205375 101105210113
0100 1111 0110 1101 L¥** **** 5205376 5205503 0540878,
* hkkk khkkk ’
oo s ono i [ | smons | Siano o
,6291456,8388607
0100 LLLT L*** *xxx xkn e 5210112 5242879 8388608 12582011
0101 *hkk khkkk khkkk khkkk khkkk 5242880 6291455 ’12582912,16777215)
011* dhkkk khhkkk hhkkhkk hhkkhkk kkhkkk 6291456 8388607
10** dhkkk khkkk hhkkhk hkkhkk kkkk 8388608 12582911
11** *khkkk khkkk khkkk khkkk khkkk 12582912 16777215

Comparing between L.H.S and R.H.S, if they are equal .This prove the correctness of the

proposed algorithm where processing Intersection operation.

7) Positive Union

SELECT Student_Namel from DB1

UNION

SELECT Student_Name2 from DB2

TABLE XVI

THE POSITIVE DATABASE OF STUDENT _NAME1 WITH 24- BITS STRINGS. AND THE RESULT OF APPLYING

UNION OPERATION

Student_Namel

Student_Name2

Result Query in Positive

0100 0001 0110 1100 0110 1001

01000001 0110 1100 0110 1001

0100 0001 0111 1010 0110 0001

01001111 0110 1101 0111 0010

010011110110 1101 0111 0010

0100 0001 0110 1100 0110 1001
0100 0001 0111 1010 0110 0001
01001111 01101101 0111 0010

L.H.S

8) Negative Union

TABLE XVII
THE RESULT OF DATA NEGATIVE AND POSITIVE UNIONREPRESENTATION
Result of Negative Union Min Max MergeSort(Min ,Max) Result in Positive Representation
QP e Sk Fekk xkk k| () 4194303 (0,4194303 (4287593),,=(0100 0001 0110 1100
0100 0000 **** *xxx wxww *x** | 4194304 | 4259839 ,4194304,4259839 0110 1001),
0100 0001 00%* *x swww w3x% | 4250840 | 4276223 ,4250840,4276223 (4291169)1,=(0100 0001 0111 1010
0100 0001 Q1Q* ** sk ko 4276224 | 4284415 4276224,4284415 0110 0001),
0100 0001 0110 1100 00** **** | 4287488 | 4287551 /4287488,4287551
0100 0001 0110 1100 010% **** | 4287552 | 4287583 /4287552,4287583 RH.S
0100 0001 0110 1100 0110 0%** | 4287584 | 4287501 'ﬁg;gg‘z‘ﬁgggj
0100 0001 0110 1100 0110 1000 | 4287592 | - 1287505 24287506
0100 0001 0110 1100 0110 101* | 4287594 | 4287595 1287599 4287600
0100 0001 0110 1100 0110 11** | 4287596 | 4287599 ' 4287615.4287616
0100 0001 0110 1100 0111 **** | 4287600 | 4287615 4287743 4287744
0100 0001 0110 1100 1*** **** | 4287616 | 4287743 4287994288000
0100 0001 0110 1101 **** **** | 4287744 | 4287999 4288511,4288512
0100 0001 0110 111* **** **** | 4288000 | 4288511 4290559 4290560
0100 0001 0111 Q*** ***= **** | 4288512 | 4290559 4291071,4291072
0100 0001 0111 100* **** **** | 4290560 | 4291071 ,4291135,4291136
0100 0001 0111 1010 00** **** | 4291072 | 4291135 ,4291167,4291168
0100 0001 0111 1010 0101 **** | 4291136 | 4291167 ,4291170,4291171
0100 0001 0111 1010 0110 0000 | 4291168 | - ,4291172,4291175
0100 0001 0111 1010 0110 001* 4291170 | 4291171 ,4291176,4291183
0100 0001 0111 1010 0110 01** | 4291172 | 4291175 iigﬂﬁéiigﬁgi
0100 0001 0111 1010 0110 1*** | 4291176 | 4291183 | :
0100 0001 0111 1010 0111 **** | 4291184 | 4291199 14291328,4291583
0100 0001 0111 1010 L*¥** *==* | 4291200 | 4291327 /4291584,4292607
0100 0001 0111 1011 **** === | 4291328 | 4291583 4292608,4325375
0100 0001 0111 11%* %w=* *xx* | 4291584 | 4292607 ,4325376,4390911
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0100 0001 1*** **wx swxx *xx% | 4202608 | 4325375 14390912,4456447
0100 Q010 *** wwwx swdx *xx% | 4325376 | 4390911 4456447 4718590
0100 QQLL **** wwwx wwxx *xx% | 4300912 | 4456447 ,4718592,4980735
0100 Q1% % sokdex seax wxx | 4456447 | 4718591 ,4980736,5111807
0100 10** *#*x Hxk xkxx wxxx | 4718592 | 4980735 15111808,5177343
0100 110* *hkkk kkkk hhkkhkk khkhkkk 4980736 5111807 ,5177344,5193727
0100 1110 dhkkk hhkkhk hhkkhkk kkhkkk 5111808 5177343 ,5193729,5197822
0100 1111 O0** *wwx =wwx xxx% | 5177344 | 5193727 ,5197824,5201919
0100 1111 0100 **** *#x* x**% | 5193728 | 5197823 gggégéggggiggz
0100 1111 Q101 **** *xx* ***x* | 5197824 | 5201919 0504992 2205247
0100 1111 0110 Q*** *=*** **** | 5201920 | 5203967 'S905248 5205311
0100 1111 0110 10%* ******** | 5203968 | 5204991 5205312 5205343
0100 1111 0110 1100 **** **** | 5204992 | 5205247 '5205344 5205359
0100 1111 0110 1101 00%* **** | 5205248 | 5205311 '5205360,5205361
0100 1111 0110 1101 010* **** | 5205312 | 5205343 '5205363 5205364
0100 1111 0110 1101 0110 **** | 5205344 | 5205359 5205367,5205368
0100 1111 0110 1101 0111 000* | 5205360 | 5205361 15205375,5205376
0100 1111 0110 1101 01110011 | - 5205363 ,5205503,5205504
0100 1111 0110 1101 0111 01** | 5205364 | 5205367 ,5206015,5206017
0100 1111 0110 1101 0111 1*** | 5205368 | 5205375 ,5210110,5210113
0100 1111 0110 1101 1%** **** | 5205376 | 5205503 ,5242878,5242880
0100 1111 0110 111% ks Hxk 5205504 | 5206015 ,6291455,6291456
0100 1111 0111 **** *+*% x*** [ 5206016 | 5210111 ,8388607,8388608
0100 1111 1#¥% wwwx sowwx wxxx | 5210112 | 5242879 ,12582911,12582912
0101 *hkk khkkk khhkkk khkkk khkkk 5242880 6291455 ,16777215)

011* khkkhkhk kkhkk hhkhk khkhkhk khhkkk 6291456 8388607

10** *hkk khkkk khhkkk khkkk khkkk 8388608 12582911

11** *hkk hkkk khhkkk khkkk khkkk 12582912 16777215

Comparing between L.H.S and R.H.S, they are equal .This prove the correctness of the
proposed algorithm where processing Union operation.
9) Positive Join

SELECT Student_Namel, Student_Grade

FROM DB1 JOIN DB2

ON DBL1.Student_Namel = DB2.Student_Name2

TABLE XVIII
THE POSITIVE DATABASE OF STUDENT_NAME1 WITH 24- BITS STRINGS. AND THE RESULT OF APPLYING JOIN
OPERATION

Student_Name2

Student_Namel Result Query in Positive

0100 0001 0110 1100 0110 1001

0100 0001 0110 1100 0110 1001

0100 0001 0111 1010 0110 0001

01001111 0110 1101 0111 0010

01001111 0110 1101 0111 0010

0100 0001 0110 1100 0110 10010100 0001
01001111 0110 1101 0111 0010 01000011

L.H.S

TABLE XIX
THE COMPLEMENT OF STUDENT _NAME2 AND STUDENT_GRADE

Student_Name2 and Student_Grade
(0-4,294,967,295)
Start End

0 1,097,623,872
1,097,623,874 1,332,572,738
1,332,572,740 4,294,967,295

TABLE XX
THE NEGATIVE DATABASE OF STUDENT _NAME2 AND STUDENT_GRADE

Student _Name2 and Student_Grade(NDB3)

00** F*hhk khkhkh hkhhk Ahkkd *khdkx Ahxkkx kkhkkkx

0100 0000 **** *xkk kkskk kkkk kkkk xkkk

0100 0001 QQ** >k ks kokdkk hkkk Kkkk

0100 0001 010* *hkk khkkk khkk Ahkkx kkhkkx

0100 0001 0110 10** *hkkk Ahkkkhhkhkhk Akkk
0100 0001 0110 1100 QQ** HxHkkkokk *kxx
0100 0001 0110 1100 QLQO* Hkokokk *xxx
0100 0001 0110 1100 Q11Q Q*HHHkokk *xxx
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0100 0001 0110 1100 0110 10QQ**** ****

0100 0001 0110 1100 0110 1001 QQ** ****

0100 0001 0110 1100 0110 1001 0100 0000

01000001 0110 1100 0110 1001 0100 001*

01000001 0110 1100 0110 1001 0100 01**

0100 0001 0110 1100 0110 1001 0100 1***

0100 0001 0110 1100 0110 1001 0101 ****

0100 0001 0110 1100 0110 1001 011* ****

0100 0001 0110 1100 0110 1007 13 ¥

0100 0001 0110 1100 0110 101k ok

0100 0001 0110 1100 0110 11k Hokokok

0100 0001 0110 1100 0117 ki saxx

0100 0001 0110 1100 17> Fkskhokok dokokok

0100 0001 0110 1101 *hkhk kAhkhkhhkhkhk Ahkkk

0100 0001 0110 111***** *hkkkhkkkik kkkk

0100 0001 0111 *hhk khkk khhhkhhhk kkhkkkx

0100 0001 1*** *hkk hkhhk Ahkkhhhhhk Ahkk

0100 0010 *hkkk kkkkhkkkhkhk khkkkhk kkhkkik kkkk

0100 0011 **** *kskksksokk dokksk dokkk kkkk

0100 0100 Khkk khkkhkkhkkkhkhk khkkk kkhkkhk Akkk

0100 Q107 **** *ksksksokk dokksk dokkk *kkk

0100 0110 *hkk khkkhkkhkkkhkhk khkkkh kkhkhk kkkk

0100 0111 Khkk khkkhkkhkkkhkhk khkkk kkhkkhk Akkk

0100 1O**H** dokdkkdkdok dkkdk dokkk dokkk

0100 110* Khkk khkkhkkhkkhkhk khkkkh kkhkkhk Akkk

0100 1110 **** *ksksksokk dokksk dokkk kkkk

0100 1111 000* Khkkkhhkkkh khkkhk khkkk kkhkkk

0100 1111 001* Khkkkhkkkh kkhkhk khkkk kkhkkk

0100 1111 Q10* **H*kskoksk doksksk dkkk *kkk

0100 1111 0110 0******* *hkkk kkhkkk kkkk

0100 1111 0110 10#***#*** ks kokskk *kskk

0100 1111 Q110 11QQ* s s st

0100 1111 0110 1101 QQ** *** *kkx okkk

0100 1111 0110 1101 Q1Q* **** *xxx ook

0100 1111 0110 1101 Q11Q * ek Ak

0100 1111 0110 1101 0111 000Q **** ****

0100 1111 0110 1101 0111 Q0O *x *xw*

0100 1111 0110 1101 0111 0010 00** ***

010011110110 1101 0111 0010 0100 000*

01001111 01101101 0111 0010 0100 0010

01001111 0110 1101 0111 0010 0100 01**

01001111 01101101 0111 0010 0100 1***

0100 1111 0110 1101 0111 0010 0101 ****

010011110110 1101 0111 0010 Q11* ****

0100 1111 0110 1101 0111 0010 L*** ****

0100 1111 0110 1101 0111 0011 **** H*k*

0100 1111 0110 1101 0111 Q1 ok

0100 1111 0110 1101 Q111 1*** *xxx sokkeke

0100 1111 0110 1107 T Aok sk

0100 1111 0110 111* *¥*%k ks Kkskk Fkksk

0100 1111 0111 *hkk khkkk khkk khkkk khkk

0100 1111 1*** *hkk hhkkk khkk khkkk kkhkkk

0107 F*** *kskk kkksk dkkk kkkk dokkk xkkk

0110 Fhhkk hhkhkh hkhhk Ahkkkh *khdkx dAhkkdx *kkhkkkx

Q117 Fxx* *kskk kkkk dokkk kkkk dokkk kkkk

1*** Khhkk hhkkhkhk hkhkk Ahkkkh hkhhkx dkhkkx *kkhkkkx

TABLE XXI

THE RESULT OF DATA NEGATIVE AND POSITIVE JOINREPRESENTATION

Result of Negative Join Min Max MergeSort(Min,Max) Result in Positive Representation
[ e ) 1073741823 | (0,1073741823,1073741824 | (1097623873)1

0100 0000 *55% o s wwmmmink xxxx | 1073741824 1090519039 | ,1090519039,1090519040 =(100 0001 0110 1100 0110 1001
0100 0001 QQ** *** *xxx *xwwwwxx xxxx | 1090519040 1004713343 | ,1094713343,1094713344 0100 0001),

0100 0001 010% *** *wwx *xwwwxxx *xxx | 1004713344 1006810495 | ,1096810495,1096810496 (1332572793)10

0100 0001 0110 10%* *¥3k wasckwdsex *xxk | 1097334784 1097596927 ,1097596927,1097596928 0111 1001),

0100 0001 0110 1100 Q0** **sss sxsx | 1097506928 | 1097613311 | +1097613311,1097613312 RH.S

0100 0001 0110 1100 010% ****swmx somx* | 1097613312 | 1097621503 | +1097621503,1097621504

0100 0001 0110 1100 0110 0****=* =% | 1097621504 1097623551 igg;ggggg%gg?gggggg

0100 0001 0110 1100 0110 1000%*** **** | 1007623552 1097623807 | "Joreomen 100702387

0100 0001 0110 1100 0110 1001 00** **** | 1097623808 1097623871 | ° ‘

123

https://sites.google.com/sitefijcsis/
ISSN 1947-5500




International Journal of Computer Science and Information Security (IJCSIS),
Vol. 15, No. 10, October 2017

0100 0001 0110 1100 0110 1001 0100 0000 1097623872 ,1097623874,1097623875

0100 0001 0110 1100 0110 1001 0100 001* 1097623874 1097623875 ,1097623876,1097623879

0100 0001 0110 1100 0110 1001 0100 01** 1097623876 1097623879 ,1097623880,1097623887

0100 0001 0110 1100 0110 1001 0100 1*** 1097623880 1097623887 ,1097623888,1097623903

0100 0001 0110 1100 0110 1001 0101 **** | 1097623888 1097623903 ,1097623904,1097623935

0100 0001 0110 1100 0110 1001 011* **** | 1097623904 1097623935 ,1097623936,1097624063

0100 0001 0110 1100 0110 1001 1*** **** | 1097623936 1097624063 | +1097624064,1097624575

0100 0001 0110 1100 0110 101%*=**= =% | 1097624064 1007624575 | +1097624576,1097625599

0100 0001 0110 1100 0110 11****x* %**x | 1097624576 1097625599 igg;ggggggigg?gggigg
01000001 0110 1100 111 **=ox 5% | 1097625600 | 1097629695 | *y00 a0 001 097002063
0100 0001 0110 1100 L= *xwmwxwns xwx* | 1097629606 | 1097662463 | ’ *

,1097728000,,1097859071
0100 0001 0110 1107 ek sk, Hokex 1097662464 1097727999 11097859072.1098907647

0100 0001 0110 1113, Sk Jokkx 1097728000 1097859071 ,1098907648,1107296255

0100 0001 0111 ek Sk Skt ook 1097859072 1098907647 ,1107296256,1124073471

0100 QOO L s s s waxx | 1008907648 1107296255 | '1124073472 1140850687

0100 QL0 ** Fkrw soxww wwxx 3% | 1107296256 1124073471 | '1140850688,1157627903

0100 0011 ek Sk sk stk dokoex 1124073472 1140850687 ,1157627904,1174405119

0100 0100 Hx Atk sokokok dokokedk dokokx 1140850688 1157627903 ,1174405120,1191182335

0100 0101 H#kk Fokkdokkdeok sokkk okokeok dokokx 1157627904 1174405119 ,1191182336,1207959551

0100 0110 Hk Ak sk Fkder dokokx 1174405120 1191182335 ,1207959552,1275068415

0100 Q111 ke sododeedeen Sk sk ook 1191182336 1207959551 ,1275068416,1308622847

0100 LQ***** wxxarwwn xxxk wxxx x%x% | 1207959552 1275068415 | ,1308622848,1325400063

0100 110% %k Hkokioaen xk Jokxk xxxx | 1275068416 1308622847 | ,1325400064,1327497215

0100 111Q **** **rika waxx kxxx *xx% | 1308622848 1325400063 | :1327497216,1329594367

0100 1111 OOO* F*hkkhkhkkhkkhk kkhkhk Ahkkk khkkk 1325400064 1327497215 ,1329594368,1331691519

0100 1111 QQ1* F*xkksksksk dkkk kkskdk kkxk 1327497216 1329594367 ,1331691520,1332215807

0100 1111 010* F*hkkhkhkkhkkhk kkhkk Ahkkk khkkk 1329594368 1331691519 ,1332215808,1332477951

0100 1111 0110 Qwmsen sexww mxs wxwx | 1331691520 | 1332215807 | '+0o2477952,1332543487

0100 1111 0110 107w mwww wwwx xwxx | 1332215808 | 1332477951 | 'Lo02043488,1332550871

,1332559872,1332568063
0100 1111 0110 120QQ2 sk Aok sokokx 1332477952 1332543487 11332568064.1332572159

0100 1111 0110 1101 QQ** 2 *xkk koo 1332543488 1332559871 1332572160.1332572415
0100 1111 0110 1101 Q1Q* e Hkkk Hdkk 1332559872 1332568063 ,1332572416,1332572671

0100 1111 0110 1101 0110 **** %%+ **xx | 1339568064 | 1332572159 | 1337572672 1332572735

0100 1111 0110 1101 0111 0000 **** **** | 1332572160 1332572415 | '1332572736.1332572737
0100 1111 0110 1101 0111 0001 **** **** | 1332572416 1332572671 | 1332572738.1332572740

0100 1111 0110 1101 0111 0010 QQ** **** 1332572672 1332572735 ,1332572743,1332572744

01001111 01101101 0111 0010 0100 000* 1332572736 1332572737 ,1332572751,1332572752

01001111 0110 1101 0111 0010 0100 0010 ,1332572767,1332572768

01001111 01101101 0111 0010 0100 01** 1332572740 1332572743 ,1332572799,1332572800

010011110110 1101 0111 0010 0100 1*** 1332572744 1332572751 ,1332572927,1332572928

0100 1111 0110 1101 0111 0010 0101 **** 1332572752 1332572767 ,1332573183,1332573184

0100 1111 0110 1101 0111 0010 011* **** | 1332572768 1332572799 ,1332574207,1332574208

0100 1111 0110 1101 0111 0010 1%** **** | 1332572800 1332572927 11332576255,1332576256

100 1111 0110 1101 0111 Q011 =% wwww 1332572928 1332573183 | +1332609023,1332609024

0100 1111 0110 1101 0111 QL**wx» =xx* | 1332573184 1332574207 | +1332740095,1332740096

0100 1111 0110 1101 0111 1* *xwx xwx* | 1332574208 1332576255 | '1333788671,1333788672

0100 1111 0110 LL0L L% *owsns e 1332576256 1332609023 ,1342177279,1342177280

0100 1111 0110 1117 ek Skl Sk Sokokek 1332609024 1332740095 ,1610612735,1610612736

0100 1111 0111 * s %o s 5 | 1337740096 | 1333788671 | 'assoanumes'se svaotes

0100 1117 Tk Aok bkt sk kbt ook 1333788672 1342177279 /4294967295

0101 *hkkh khkkhk khkk Ahkkhk khhk Ahkkhkx khxk 1342177280 1610612735
0110 *hhkk hhkkk khkhk Ahkkk khhk Ahkkh *kkkhk 1610612736 1879048191
Q117 FFx*x *okskk kkksk dkokkk kkkk dokkk xkkk 1879048192 2147483647

l*** Fhhk khkkhk hAhkk Ahkkhk hAhhk dhkhkx hhxk 2147483648 4294967295

Comparing between L.H.S and R.H.S, they are equal .This prove the correctness of the
proposed algorithm where processing Join operation.
11) Positive Set Difference

SELECT Student_Namel from DB1

MINUS

SELECT Student_Name2 from DB2

TABLE XXII
THE POSITIVE DATABASE OF STUDENT _NAME1 WITH 24- BITS STRINGS. AND THE RESULT OF APPLYING SET
DIFFERENCE OPERATION
Student_Namel Student_Name2 Result Query in Positive
0100 0001 0110 1100 0110 1001 | 0100 0001 0110 1100 0110 1001 0100 0001 0111 1010 0110 0001
0100 0001 0111 1010 0110 0001 | 01001111 0110 1101 0111 0010 L.H.S

124 https://sites.google.com/sitefijcsis/
ISSN 1947-5500




International Journal of Computer Science and Information Security (IJCSIS),
Vol. 15, No. 10, October 2017

[ 01001111 01101101 0111 0010 |

12) Negative Set Difference

TABLE XXIII
THE RESULT OF NEGATIVE AND POSITIVE SET DIFFERENCEREPRESENTATION
Result of Negative Set Difference Min Max MergeSort(Min,Max) Result in Positive Representation
0100 0001 0111 1010 0110 0000 4291168 | - (4291168,4291170, (4291169)1,=(0100 0001 0111 1010 0110
0100 0001 0111 1010 0110 001* 4291170 | 4291171 4291171) 0001),

R.H.S

Comparing between L.H.S and R.H.S, if they are equal .This prove the correctness of the
proposed algorithm where processing Set Difference operation.
V. CONCLUSIONS

This research introduced a new algorithm to process query with positive data on NDB and get
result in positive data representation. This algorithm introduced a secure methodology to query on
NDB. Consequently, when NDB used to secure database, this proposed algorithm will become
valuable to query safety on this database. This methodology may introduce strong tool to secure
databases.
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